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YTeukn nigopmaumm
C cepBepoB

«Cnabble» naponu
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. Munnuapabl «yTeyek» AaHHbIX MO BCeMy MUPY

HOBOCTH
2013

NTH'=" CYBER SPIES

CEST 12:16 IBRAGIM TODASHEV WAS BEING INTERVIEWED IN CONNECTION WITH THE ATTACK

ORACLE
KubepwnuoHax / KoMnbiOTEPHbIE BOWHBI



Munnuapabl «yTeyek» AaHHbIX MO BCEMY MUPY

Number of

victims globally | wmiwwion peorLe

18 VICTIMS
EVERY

ORACLE

MocTpagaswux 3a cekyHay - 18 yenosek. Bcero 556 munnuoHos (6onblie HaceneHnst EBponbl)
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. Data Breaches are the Tip of the Iceberg...

Digital Security is the New Battle Ground

“We are at the mercy of a new generation of spies who
AMERICA operate remotely [that] have already shown their
THE ability to penetrate our power plants, steal our latest
VAUIR\ 12NN sbmarine technology, rob our banks, and invade the
—— Pentagon’s secret communications systems.”

e e ————

="

Joel Brenner, former Inspector General of the National
INSIDE THE NEW THREAT MATRIX . . . .
OF DIGITAL ESPIONAGE, Security Agency and Chief of Counterintelligence for the
CRIME, AND WARFARE Director of National Intelligence

JOEL BRENNER

ORACLE

18 | Copyright © 2013, Oracle and/or its affiliates. All rights reserved.



. YTeuykun gaHHbIX — BepLIMHa aucobepra...
«UundpoBasi 6e3onacHOCTbL» - HOBOE NnoJsie OUTBbI

“MbI BO BNacTy HOBOIO MOKOSEHMS LUMMOHOB, KOTOPbIE
AMEPUKA paboTaloT yaaneHHO 1 yxe npoaeMOHCTpMpoBanm

VA3B/MA CBOIO CNOCOOHOCTb NPOHUKATb B CUCTEMBI
ynpaBfieHUsa HaLLUUX SNIEKTPOCTaHLUMIW, KpaayT HaLuu
COBPEMEHHbIE TEXHONOIMMKU, rpadaT baHkn, n

E’E BTOpratTCcs Jaxe B cuctembl cBsA3U [leHTarona .”

Joel Brenner, former Inspector General of the National
INSIDE THE NEW THREAT MATRIX . . . .
OF DIGITAL ESPIONAGE, Security Agency and Chief of Counterintelligence for the
CRIME, AND WARFARE Director of National Intelligence
JOEL BRENNER

ORACLE
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. Targets Increasing as Attacks Evolve
DBAs, OS Admins, Developers, Multiple Copies of the Data, etc.

Linked ﬁ. nt Type: Basic | Upgrare
A n ato I I I Of an Att aC k Home  Profile  Contacts  Groups  Jobs  Inbox 7 Companies iore People ~
database administrator 402,351 results Sort by: Relevance »  Wiew: |
¥ hare Mike Elquist (Zod) =

Senior Database Administrator at Myriad Genetics Ev Ry
Provo, Utah Area - Computer Software W

¥ 1 shared cannection - Similar

All Companies
B (3454

113 J. - -
You don’t bother to just simply .
haCk the Organlzatlon and Its Eracl‘etffsai . Brian Guthals [brisnguthals@amail.com) 2 Fi
ewlett-Fackar e,
Moo 120 H g?r\I:‘CS”?;ver Database Administrator st Specialized Loan W =
Greater Los Angeles Area + Computer Software

ooooo

infrastructure; you focus much e
more of your attention on hacking U
the employees....”

Linda C. (GRoOUP) P
Consultant in management and technalogy, specialty Oracle = *
DBA, Linda. Croisetiere@xittel.ca W

All Linkedin Members Ottawa Canada Area - Computer Software
) ¥ 1 shared group + Similar
[] 1stConnections (13
. . O znd Connections (3443) Andrew Brittain (2nd) o
Url Rlvner [ @roup Members (2268 Senior Database Administrator at eMason, Inc. W =
. . . [ 2rd + Everyone Else (308559) Tampa/St. Petersburg, Florida Area - Computer Software
CTO, RSA (Security Division of EMC) P 1 shared comnzcion - Similer
' F
All Locations Bradley Eacker (2Znd) o
[ United States rz18515) Cornputer Software Consultant and Professional [ connect G

ORACLE
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. Pacwupsietca cnmucok

Huenewv And atak

DBA, AgmuHuctpaTtopbl OC, Pa3pabotuuku, Konmn paHHbIX,

Linked ﬁ. nt Type: Basic | Upgrare
Al
AH aTo M Mﬂ H a n ane H M M Home  Profile  Contacts  Groups  Jobs  Inbox 7 Companies iore People ~
database administrator 402,351 results
b Mare Mike Elguist (Znd)

“Coscem He obszameribHO

rnposodumse 837510M cpedcms 5

]

3aWumsl 8 op2aHu3ayuu... uHoada 0
bbisaem docmamoyHO «Hallmu

noadxoad» K compydHUKaM...

L]

Uri Rivner 5

CTO, RSA (Security Division of EMC) -

2

Accenture (1185)

All Linkedin Members

Senior Database Administrator at Myriad Genetics
Provo, Utah Area - Computer Software
¥ 1 shared cannection - Similar

All Companies
|BM (3454)
Oracle (1953

Brian Guthals (brianguthals@gmail.com) (Zod)
Hewlett-Packard (1790) SOL Server Database Administrator at Specialized Loan
Microsoft (1435) Sericing

Greater Los Angeles Area - Computer Software

Y1 shared connection - Similar

Showe more..

Linda C. (GRoUF)

Consultant in management and technalogy, specialty Oracle
DBA, Linda. Croisetiere@xittel.ca

Ottawa Canada Area - Computer Software

) ¥ 1 shared group + Similar

1st Connections (13)

2nd Connections (3443) Andrew Brittain (2nd)

Senior Database Administrator at ebason, Inc.
TarmpasSt. Petersbury, Florida Area - Computer Software
¥ 1 shared cannection - Similar

Group Members (2268)
3rd + Everyone Else (395559)

All Locations Bradley Eacker (Znd)

Lnited States (218515 Cornputer Software Consultant and Professional

Sort by Relevance ~ Wigw: [

P

ar
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. PacwupseTca cnncok ueneun Ang atak
DBA, AgmuHuctpaTtopbl OC, Pa3pabotuuku, Konmn paHHbIX,

Lin ked m @

AHaToMMA HanaaeHum e ————

Sort by Relevance ~ Wigw: [

. database admlnlstrator e
Coscem He obss3ameribHO oot TS

T T T
rposodume 83/10M cpedcmea

3awumsl 8 opaaHu3ayuu... UHo2da

bbisaem docmamoyHO «Hallmu
noadxoad» K compydHUKaM...

Brian Guthals (brianguthals@gmail.com) (Zod) Fii
SOL Server Database Administrator at Specialized Loan E th
Kt “Comect™

Greater Los Angeles Area - Computer Software

Y1 shared connection - Similar

Linda C. (GRoOUP) P
Consultant in management and technalogy, specialty Oracle = *
DBA, Linda. Croisetiere@xittel.ca W .

OoooooE

All Linkedin Members Ottawa Canada Area - Computer Software
) ¥ 1 shared group + Similar
[] 1stConnections (13
. . O znd Connections (3443) Andrew Brittain (2nd) o
Url Rlvner [ @roup Members (2268 Senior Database Administrator at eMason, Inc. W =
. . . [ 2rd + Everyone Else (308559) Tampa/St. Petersburg, Florida Area - Computer Software
CTO, RSA (Security Division of EMC) P 1 shared comnzcion - Similer
' F
Al Locations Z Bradley Eacker (2Znd) e
[ United States rz18515) Cornputer Software Consultant and Professional [ connect G

ORACLE
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. PacwupsieTca cnncok ueneu
DBA, AamuHuctpatopbl OC, Pa3zpaboty

Calendar Photos

AHaTOoMus1 HanageHuw Eaik

1 640 Elevance « Wisw |
“ database admind vsaxaewmsii Knuent! Bawa kapra .
Coecem He 0bsisameribHO AT COmpaES = VISA 3abnokupoBaHa. NHDO: =R
rpo8oouUmb 83/10M cpedcme 0 v 8(963)925-19-99 P
[ Hewlet-Packard (1790) =,

3awumasl 8 opeaHu3ayuu... uHo20a O Microsan(142s) 7 o

[ #ccenture (1185)

6bi6aem OocmamoYHO «Halimu - [Later H Call J[open J { Reply |

P
noadxoad» K compydHuKkam...” :
All Linkedin Members
[] 1stConnections (13
. . [ 2znd connections (3448) Trains Yandex.Metro Groups Calculator

Url Rlvner [ Group Members (2266 5
CTO, RSA (Security Division of EMC) SR e p—
All Locations Z N ‘2 Zl

[T United States r218515)

ORACLE
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. PacwunpsieTcs cnmcok uenewu
DBA, AamuHuctpatopbl OC, Pa3zpaboty

Calendar Photos

Lil‘lked mm A asic
AHaToMuna HanageHun I —— Bank

N 1640 Elevance T Wisw |
“ database admind vsaxaewmsii Knuent! Bawa kapra .
Coecem He 0bsisameribHO AT COmpaES = VISA 3abnokupoBaHa. NHDO: =R
rposodume 83/10M cpedcmea 0 oenss 8(963)925-19-99 P
[ Hewlet-Packard (1790) =,

3awumal 8 opeaHu3auyud. .. uHo20a 0 st .
6b18aem AocMamoyHo «Halimu S . | Later || Ganl || open || Repy | )
nooxo0» K compyoHUKam...” :

Trains Yandex.Metro Groups Calculator
[Tooxon K «t AODMUHUCTPAaTOPY»

F

GaHKOBCKOW KapThl

ORACLE
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. I'quemy Hawwu 6a3bl AdHHbIX yFI3BVIMbI?
80% nporpamMm pa3BUTUA He NpeaycMmaTpuBaloT 3awmty bl

3awumTa
B CeTu

Forrester Research
“OpeaHu3ayuu npuHuUmMmarom
Authentication
PUCKU c?a)l(e moeda, Kko20a He 8 & User Seuriy SIEM
noJsiIHoU mepe oceedoMJIeHbI O

npobneme ... Tem 6ornee, ymo sce
bosnbwe HanadeHuu Ha 6a3bi 3amma 3 AT
OaHHbIX MPo8ooumcs rnpu Em all pasoqux MecT

neaumumHom docmyrne.”

Web
Application
Firewall

ORACLE
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. I'quemy Hawwu 6a3bl AdHHbIX yFI3BVIMbI?
80% nporpamMm pa3BUTUA He NpeaycMmaTpuBaloT 3awmty bl

Forrester Research
“OpeaHu3ayuu npuHuUmMmarom
Authentication
PUCKU c?a)l(e moeda, Kko20a He 8 & User Seuriy SIEM
noJsiIHoU mepe oceedoMJIeHbI O

3awumTa
B CeTu

npo6neme ... Tem 6onee, Ymo sce

bonbwe HanadeHuu Ha 6a3bl 3
awumTa 3au.w|Ta
OaHHbIX MPo8ooumcs rnpu Em all 593onac...ocﬂ, pasoqux MecT

neaumumHom docmyrne.”

Web
Application

Firewall

ORACLE
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. AOMUWHUCTpPaATUBHbIE Mepbl

_ KOJEKC
POCCHUCKOYI ®E/IEPAITAH
OB AJIMHHHCTPATHBHBIX
TIPABOHAPYIIEHHAX

ORACLE
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AOMUHUCTPaATUBHbIE Mepbl
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. Mepbl npoTnBOOAENCTBUSA

[IpeBEHTUBHLIE

ORACLE
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. Mepbl npoTnBOOAENCTBUSA

[IpeBEHTUBHLIE

>4~ [leTeKTUBHbIE
e
.Ill'llllllll...
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. Mepbl npoTnBOOAENCTBUSA

[IpeBEHTUBHLIE

— By HeTeKkTBHbIe
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. PeweHunna Oracle no 3awuTte 6a3 gaHHbIX
BceCTOpOHHﬂﬂ 3alliuTa anAa MaKCUManbHOU 6930naCHOCTM

NPEBEHTUBHAA OETEKTUBHASA

AOMUHUCTPATUBHAA

lWndpoBaHue KoHTpOonb akTUBHOCTH AHanu3 npuBunernm

Pepakuunsa un
MackunpoBaHue

NMouck KoHpUaeHUnanbHbIX

Database Firewall AaHHbIX

KoHTponb 3a gencTtBMamu

npunBunernpoBaHHbIX ynpaBneHMe

AyanT n oTYETHOCTb KOHUrypaumusimm

nonb3oBaTenen
ORACLE

ORACLE" ORACLE’

A= LA

B

MysS

=

s
N

ORACLE
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. PeweHusa Oracle no 3awmTte 6a3 gaHHbIX
BceCTOpOHHHﬂ 3alliuTa anAa MaKCuUManbHOM 6e30nacHOCTU

NMPEBEHTUBHASA

lWndpoBaHue

Pepakuunsa un
MackunpoBaHue

KoHTponb 3a gencTtBMamu
npMBUNEerMpoBaHHbIX

nonb3oBaTenen
ORACLE

w S!
g
ORACLE
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. LLUndpoBaHue

CpencrtBa npeBeHTUBHOro KoHtponsa ana Oracle Database

Oracle Advanced Security

[unck

PesepBHble
Konum

= «Mpo3payHoe» WndpoBaHme AaHHbIX

= [NpepoTBpallaeT 4ocTyn K MHopmaumu,
XPaHUMOW Ha PU3NYECKMX HOCUTENAX

= He TpebyeTcsa N3aMeHsITb NPUNoXeHUs
= BCTpOEHHble MexaHN3Mbl yrpaBreHns

JkcnopTupyemble
[laHHble

KInko4amun LIJMC*)pOBaHMFI dusnyeckue
HOoCUTENN

= Manoe BnngHne Ha obLLyto

MPOV3BOANTENBHOCTb MpunoxeHus MHpOpMALNK
= [lonHas MHTEerpaumna ¢ TeXHONOrnamMm Oracle ORACLE o E'n‘m;”:

— Exadata, Advanced Compression, ASM, Golden Gate, SIEBEL
DataPump v gp. !’
PeopleSoft, ===
ORACLE
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ORACLE' 1 2(,‘
~ DATABASE

Penakumsa otobpaxxaemMbiX AaHHbIX
NMpeBeHTUBHLIN KOHTpONb AnA Oracle Database 12c¢

Oracle Advanced Security —
'\-.\_*_4—/_/’

= lameHeHne crnocoba oTobpakeHus L Homepa KpeauTHbIX kapT
4451-2172-9841-4368
KOHPUAEHUMANbHbIX OaHHbIX C Y4ETOM £106.8396.2005. 5038

KOHTEeKCTa [ 7830-0032-0294-1827

= bubnmnorteka nonutuk ansi GuiIcTpown
HaCTPOWKM OTOBpakeHumn

= «[1po3padHo» ONnd NPUNOXEHNN U
nosfib3oBareneu

' [NogroToBka
MpunoxeHne cyeToB
«Call Center» aboHeHTaMm

ORACLE
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ORACLE' 1 2(,‘
~ DATABASE

Pepakuuna otobpaxaemMbiX AaHHbIX
NMpeBeHTUBHLIN KOHTpONb AnA Oracle Database 12c¢
Oracle Database 11gR2 (11.2.0.4)

Oracle Advanced Security —
\_\_\_*_4—/____/
= lameHeHne crnocoba oTobpakeHus L Homepa KpeauTHbIX kapT
4451-2172-9841-4368
KOH(bMAEHUManbHbIX AAHHbIX C Y4€TOM e e o aone
KOHTEKCTa [~ 7830-0032-0294-1827

= bubnmnorteka nonutuk ansi GuiIcTpown
HaCTPOMKN OTOBpakeHni 223

= «[1po3padHo» ONnd NPUNOXEHNN U
nosfib3oBareneu

' [NogroToBka
MpunoxeHne cyeToB
«Call Center» aboHeHTaMm

ORACLE
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Pepakuuna otobpaxaemMbiX AaHHbIX
OToOpaxeHue AaHHbIX A0 NPUMEHEHUS NOSINTUKN

Ca “ Ce nter App I i cati on X supportrep7d Mobile Administraion Help  Logout

Home Customers Products Orders Reports

Home Customers

Q- Go Actions W | £+ Upload Data | Create Customer >

Customer Name SSN Address City State ZIP Code Tags

Dulles, John 987-65-4322 45020 Aviation Drive Sterling VA 20166

Harisfield, William  987-65-4325 6000 Norih Terminal Parkway Atlanta GA 30320 REPEAT CUSTOMER
Logan, Edward 987654328 1 Harborside Drive East Boston MA 02128 REPEAT CUSTOMER

ORACLE
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. Pepakuuna otobpaxaemMbiX AaHHbIX
OTobOpaxeHue AaHHbIX 40 U NOCsie NPUMEHEeHUS NMOJSINTUKMU

Call Center Application A supportrepT9  Mobie Admnsiaton  Hep  Logout

Home Customers Products Orders Reports

Home Customers

Q- ‘ Go ‘ Actions AT L™l Create Customer »

)
Customer Name SSN Address City State ZIP Code Tags
Dulles, John HH-KK-4322 §45020 Aviation Drive Sterling VA 20166
Hartsfield, William | xo-xx-4325 |6000 Norih Terminal Parkway Aflanta GA 30320 REPEAT CUSTOMER
Logan, Edward \m-xjt-43281 1 Harborside Drive East Boston MA 02128 REPEAT CUSTOMER

DBMS_REDACT . ADD_POLICY(
object_schema => 'CALLCENTER',
object_name => 'CUSTOMERS'
column_name => 'SSN'...

ORACLE
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. Pepakuuna otobpaxaemMbiX AaHHbIX
OTobOpaxeHue AaHHbIX 40 U NOCsie NPUMEHEeHUS NMOJSINTUKMU

Call Center Application A supportrepT9  Mobie Admnsiaton  Hep  Logout

Home Customers Products Orders Reports

Home Customers . .
Call Center Application A supervisordd

Q' Go ‘ Home Customers Products Orders Reports
ﬁ
Customer Name SSN Address e R
Dulles, John HHH-HK-4322 145020 Aviation Drive I
‘ Q- Go Actions 4¥ Upload
Hartsfield, William | xo-xx-4325 |6000 Norih Terminal Parkway
} . ( \
Logan, Edward \m-xjt-43281 1 Harborside Drive e e, SSN i City State  ZIP Tags
DBMS_REDACT . ADD_POLICY( _ . .
. . . Dulles, John 987654322 |45020 Aviation Drive Sterling VA 20166
object_schema => 'CALLCENTER',
obj ect_name => "CUSTOMERS' Hartsfield, William | 987-65-4325 |6000 North Terminal Parkway Aflanta GA 30320 REPEAT CUS
_ | J
column_name => 'SSN ... Logan, Edward 987-65-4328 |1 Harborside Drive East Boslon MA 02128 REPEAT CUS
—

ORACLE
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. Pepakuuna otobpaxaemMbiX AaHHbIX
NMoppepxmnBaemblie cnocobbl Npeobpa3oBaHus

XpaHuMble AaHHble OToGpaxaemble gaHHble

Full I 10/09/1992 H ’I 01/01/2001 H
Partial I 087-65-4328 H ’ I XXX-XX-4328 H
RegExp I first.last@example.com H »I [hidden]@example.com H
Random I 5105105105105100 H ’I 5500000000000004 H

ORACLE
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MogmeHa KOHMOeHUManNbHbIX JaHHbIX
NPUNOXEHNN

CcblInnoyHasi UenoCTHOCTb AaHHbIX

Pacwupsaemas 6ubnuorteka LwabrnoHOB K
doopmaTtoB

CneumannanpoBaHHble LabnoHbl A4S
MPUMNOXEHNI

MNoopepxka macknpoBaHna gaHHbIX B b1
CTOPOHHNX NPOU3BOANTENEN

41 | Copyright © 2013, Oracle and/or its affiliates. All rights reserved.

MaCKMpOBaHMe AdHHbIX AnA TeCTUpoBaHUA
NpeBeHTUBHbLIN KOHTPONb ANA 0a3 AaHHbIX

Oracle Data Masking

LAST_NAME SSN SALARY
AGUILAR 203-33-3234 40,000
BENSON 323-22-2943 60,000
Pabouas B
 Test >

(O»

;

TecTtoBble B[]

LAST_NAME SSN SALARY
ANSKEKSL 323-23-1111 60,000
BKJHHEIEDK 252-34-1345 40,000

ORACLE




. KoHTponb npuBunernpoBaHHbIX Mosfib3oBaTerien
NMpeBeHTUBHLIN KOHTPONb ANA 6a3 gaHHbIX Oracle

Database Vault

Security
DBA

Application
OTaen kagpos @% D%&

= KoHTponb 1 orpaHu4eHune, npu
HeobxoaMMoCTH, Npas AocTtyna
aAMWUHUCTPATOPOB K AAHHBbIM MPUINOXEHNN

= MHorodakTopHasi aBTopusaums U KOHTPOIb
BbIMOSTHEHMS KOMaHL,

= 3allULLEHHbIE 30HbI

= PasrpaHuyeHue npae gocTyna B poeectom! inance.customers
COOTBETCTBUM CO CMYy>XEOHbIMU :

obsi3aHHOCTAMM
= CneumanmanpoBaHHble HACTPOWKK ANs
NPUNOXEHNI AZMUHUCTpaTOp

ORACLE
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MaHgaTHbIN gocTyn
NMpeBeHTUBHLIN KOHTPONb ANA 6a3 gaHHbIX Oracle

Oracle Label Security

BupTtyanbHoe pasgeneHue gaHHbIX Ans
obnayHbIX CTPYKTYp, SaaS, XOCTUHra

(/

O

aH3aKLMK

Knaccudukauma nonb3oBatenem n gaHHbIX ¢

® Confidential
Mcnonb30BaHMEM METOK be30nacHOCTU

[aHHble oT4eToB
MeTkn bopmupyoTCs Ha ocHoBe Bu3Hec- N @) Public @
npaswus w

I ‘Sensitive

V)
)

Confidential Sensitive
= ABTOMATUYECKUN KOHTPOJ1b AOCTYMNa Ha
YPOBHE CTPOK, «MPO3pavHO» AN NPUNOXKEHNN
= 3Ha4yeHmne MEeTKU MOXKET MUCMOoNb30BaTbCA npu
HaCTpOVIKaX APpYyrnx NoNnTuUK gocrtyna
ORACLE
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. PeweHusa Oracle no 3awmTte 6a3 gaHHbIX
BceCTopOHHﬂﬂ 3alliuTa anAa MaKCuUManbHOM 6e30nacHOCTU

OETEKTUBHAA

KoHTpOonb akTUBHOCTH

Database Firewall

AyauT n oT4EeTHOCTb

ORACLE"

MysC %ﬁ SYBASE
HE Microsoft’

7

j=]
V|

ORACLE

44 | Copyright © 2013, Oracle and/or its affiliates. All rights reserved.



MOHUTOPUHI aKTUBHOCTU N OpaHaMayap
[leTeKTUBHbLIN KOHTPONb ANnA 6a3 AaHHbIX

Oracle Audit Vault and
Database Firewall

= MoHuTOpUHr ceTeBoro Tpaduvka, BbiaBNeHne — ORACLG
1 BnokmposaHue HexenartenbHblt genctemn — IR o - @ Paspeumts > My\
= BbICOKOTOYHbIN rpaMMaTnyecknn aHanuad ~  ~ 7 70 e > || @ LOg eeesaneenes & |
SQL-Bblpaxenwit o mmmEEm ~ &) A Mpeaynpeants ﬁ SYBASE
= BO3MOXHOCTb BbISBUTb N BNOKMPOBaTb aTaku ‘ """" > @ MopmernTs I=xE
C MCnonb3oBaHWeM SQL-NHbeKUMi & | | © Browposare Microsoft-
= «benbin NNCT» - NnepeYvyeHb A0NYCTUMbIX
3anpocos
= «YepHbIn CNUCoK» — 3anpeLleHHbIe 4eNCTBUA
= MacwTabupyemMocTb peLleHns ¢
ncnonb3oBaHuem software appliance
ORACLE
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. AyauT, OTYETHOCTb U NpeaynpexneHus

[leTeKTUBHbLIN KOHTPONb ANnA 6a3 AaHHbIX

Oracle Audit Vault and

HaHHble ayauta &

Database Firewall CobbITns 6esonacHocTU

= LleHTpanu3oBaHHOE 3alMLLEHHOE Oracle |
XPaHWUMMLLE A@HHbIX ayanTa U KOHTPONS Patabase @
aKTMBHOCTW Ha ocHoBe software appliance rewa
= [OTOBbIE K UCMOMb30BAHUIO U 0C&
HacTpansBaeMble Mosib30BaTesNbCkme cvcTembl 4
oT4eThbl XpaHeHus
= KoHconvpauus oT4eTHOCTU U3 pasnmYHbIX Katanoru qu‘gi?BaTe”"CK”e
MCTOYHUKOB
) AyauT B
= PasrpaHuyeHme nonHOMOouMii B yaut Bl - Tonmmakn  AYAUTOP
COOTBETCTBUU C PYHKLIMOHAbHBIMU .
06513aHHOCTSAMY e

AHanUTukK

ORACLE
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Audit Vault Server A avauditor Help  Logout

Horme: Secured Targets R 1z Palicy Settings
Home * Reports * Heterogeneous Support Repart
Built-in Reports

Heterogeneous Suppoert Report
Audit Reports

Compliance Repotts
2 ? Q- Go Actions ~
Specialized Reportz
b4
B 1M H H
Custom Reports
Event Time Class Type Hame ¥ Client IP User Hame Command Class Command Text Location
Uploaded Reports
Interactive Renart 1127202 Database | Oracle targetl 10240114167 avadmin DoL create uzer joedba Metwork
Eraciive hepors 4:08:27 PM Database iddertified by HDDER
Report Workflow M i2Ee01 2 05 Wicrozoft M 102400169 211 Windows Lo Event Log
62846 P Windowes Administrator
Report Schedules
Genersted Reports 102852012 Databaze § Cracle Sales DB SYSTEM GRAMNT grant dba to appadha Audit Table
30753 AW Database
Cuick Links !
102852012 Databaze § Cracle Sales DB SYSTEM CREATE create uzer appadba Audit Table
At Trailz 30750 A Detabaze ichertified by *
Entorcement Paints 114281201 2 Database | Microsoft CRM 10240169211 crmapp SELECT select * from credit_card Metywiork
21827 AW SGL Server | Databasze where szn =
R

ORACLE
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Oracle Audit Vault and Database Firewall
HoBoe pewieHue Ana 3awnTbl 0a3 AaHHbIX

Database Firewall

................................................................... > 5 (@ PaspewmThb ... ORAC
.............................................................. - @ Log ST MySQOL
........................................................ > | 8 ﬂpeﬂynpeﬂw}'b SYBASE
............................................................. » e |_|O,D,MeHVITb
.................................................................. > @ BrokupoBaTh IEE
Cob6bITus no Microsoft
pe3ynbTaTamM KOHTpoONA
SQL-Ttpachuka

Alerts & )

—l ORACLE
HaHHble ayauTa _
Built-in @ l soLARIS

Ayautop Reports ‘ Linux&
Custom . . ‘ p—
Reports i ; A

AHanMMTuK P OS, Directory, Fll_e System& Ll}lfl
Policies .: Audit Vault Custom Audit Logs Windows Server

ORACLE
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. PeweHusa Oracle no 3awmTte 6a3 gaHHbIX
BceCTOpOHHHﬂ 3alliuTa anAa MaKCuUManbHOM 6e30nacHOCTU

AOMWHUCTPATUBHAA

AHanus npuBuneruun

Mouck KoHpUaeHUManbHbIX
OaHHbIX

YnpaBneHue
KOH(Urypaumamm

ORACLE"

O

ORACLE
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AHanu3 ncnonb30BaHUA NPUBUIIErUN U poneun
AoMuHncTpaTUBHbLIN KOHTpOnb Ana Oracle Database 12c¢

Oracle Database 12c Enterprise

= [logkntoveHmne cpeacTB KOHTPOIIA Create...

Drop...

. {52 Modify. ..
modify DBA role

APPADM|N o APPADMIN role
r & >

NCMNoJib3yeMbIX I'Ipl/IBI/IJ'IeFVII\/‘I n pone|7|

= OTyYeT 0 TeKyLeM COCTOAHUN UCMOSb30BaHUS
npueunerun n poremn

= [lomoLb N0 OTMEHE HENCMONb3yeMbIX
npuBunernum

= CoxpaHeHme TOJIbKO TeX I'IpVIBMJ'IGFI/II?I,
KOTOpbIe HeobXxoanMBbl, YTO NO3BONSAET Ananus

CHU3WTb YPOBEHb Yrpo3 6e30MacHoCTy VIcrionb3yemelx - -
npuBuUnernn n porneun

ORACLE
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[Tounck KoHdpupaeHUUNanbHbIX AAHHbIX
AoMuHncTpaTUBHbLIN KOHTpOnb Ana Oracle Database 12c¢

Oracle Enterprise Manager 12c

= CkaHupoBaHue 6a3 gaHHbIx Oracle Ha
Hannune KoOHpUaeHUnanbHbIX AaHHbIX

= BCTpoeHHble (MOXHO pacLUMpsATh)
onMcaHuns JaHHbIX A9 nomcka

= VI3yuyeHne mMoaenu AaHHbIX NPUoXKEeHNI

= [NonHas nHdopmauuns ana nposeaeHus
KOHTPONS 3a KOHMAEHUNANbHBIMA
OaHHbIMK (LLUMdpoBaHue, pegakuus,
MacKupoBaHue, ayauT...)
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. YnpaBneHue KoHdurypaumamm

AoMuHncTpaTUBHbLIN KOHTpOonb Ana Oracle Database

Oracle Database Lifecycle Management

U3yyeHuUe
= 3yyeHune n knaccmukaumns 6a3 gaHHbIX y

= CKaHMpoOBaHMe Ha COOTBETCTBUE
TpeboBaHMAM HOPMATUBHbBIX AOKYMEHTOB,
pekomMeHaauun u ctaHaapToB CkaHupoBaHue

= OBHapyXeHne HeCaHKLMOHNUPOBaHHbIX & MOHVITopI/IHr
N3MEeHeHUn

= ABTOMAaTM4YeCcKoe uUcrnpasrieHne

= Cpencrtea obHOBMNEHUsS 1 obecneyeHns
O6HoBMneHune

ORACLE
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. PeweHunna Oracle no 3awuTte 6a3 gaHHbIX
BceCTOpOHHﬂﬂ 3alliuTa anAa MaKCUManbHOU 6930naCHOCTM

NPEBEHTUBHAA OETEKTUBHASA

AOMUHUCTPATUBHAA

lWndpoBaHue KoHTpOonb akTUBHOCTH AHanu3 npuBunernm

Pepakuunsa un
MackunpoBaHue

NMouck KoHpUaeHUnanbHbIX

Database Firewall AaHHbIX

KoHTponb 3a gencTtBMamu

npunBunernpoBaHHbIX ynpaBneHMe

AyanT n oTYETHOCTb KOHUrypaumusimm

nonb3oBaTenen
ORACLE

ORACLE" ORACLE’

A= LA

B

MysS

=

s
N

ORACLE
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PeweHuns Oracle no 3awuTe 6a3 gaHHbIX
KnuneHTbl BO BCceM MUpe AoBepAroT HalUUM pelleHnsAMm

KYLENELSON &

SquareTwo Enables Fast Growth with Oracle Database Solutions

SquareTwo enables fast growth and regulatory compliance with Oracle Database security
defense-in-depth solutions including Oracle Database Firewall, Oracle Data Masking, and
Oracle Advanced Security

National Marrow Donor Program Database Defense-in-Depth

NMDP Secures life-saving patient and donor data with Oracle Advanced Security, Oracle
Database Vault, and Oracle Data Masking

T-Mobile Protects 35 Million Subscribers Using Oracle

T-Mobile explains how they use Oracle Database Firewall, Oracle Advanced Security, and
Oracle Data Masking to secure sensitive data across the organization in both Oracle and
non-Oracle databases

TransUnion Interactive Uses Database Firewall for Compliance

Hear how TransUnion Interactive protects customer data and meets regulatory compliance
with database actviity monitoring using Oracle Database Firewall

ETS Complies with PCI DSS Using Oracle Advanced Security

Educational Testing Service secures personally identifiable information (PIl) and complies
with regulatory requirements with Oracle Advanced Security
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* TransUnion. CoLUMBIA

Eabre
mem ST. JUDE MEDICAL
g

MORE CONTROL. LESS RISK
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HokymeHTauusa. New Features Guide
Pa3ﬂen «1_9 Security» + 1.9.1 Data Encryption, Hashing and Redaction

* 1.9.1.1 Oracle Data Redaction

* 1.9.1.2 Support for Secure Hash Algorithm SHA-2 in Oracle
ORACLE 12(,‘
DATABASE

Database

% 1.9.2 Database Security Enhancements

* 1.9.2.1 Auditing Enabled By Default

+ 1.9.2.2 Code-Based Security

* 1.9.2.3 Data Guard Support for Separation of Duty (SoD)

* 1.9.2.4 Enhanced Security of Audit Data

* 1.9.2.5 Increased Security When Using

SELECT ANY DICTIONARY

+ 1.9.2.6 LastLogin Time Information

* 1.9.2.7 Oracle Database Vault Mandatory Realms

* 1.9.2.8 Oracle Label Security Metadata Export and Import

*+ 1.9.2.9 Password Complexity Check

+ 1.9.2.10 Privilege Analysis

* 1.9.2.11 Resource Role Default Privileges

+ 1.9.2.12 Separation of Duty for Audit Administration

+ 1.9.2.13 Separation of Duty for Database Administration
1.9.2.14 SYSBACKUP Administration Privilege

ORACLE



Paspgen «1.9 Security»

ORACLE’ 1 2(,‘
DATABASE

HokymeHTauusa. New Features Guide

+ 1.9.3 Encryption Key Management Enhancements
 1.9.3.1 Updated Key Management Framework

% 1.9.4 Improve Security Manageability, Administration
and Integration
*+ 1.9.4.1 Oracle Database Vault Persistent Protections
+ 1.9.4.2 Simplified Oracle Database Vault and
Oracle Label Security Installation
+ 1.9.4.3 Transparent Sensitive Data Protection
* 1.9.4.4 VPD Fine-Grained Context-Sensitive Policies

% 1.9.5 Protect the Database Server From Outside
* 1.9.5.1 Restricted Service Registration for Oracle RAC

% 1.9.6 Real Application Security
* 1.9.6.1 Real Application Security

% 1.9.7 Security Optimizations
* 1.9.7.1 Unified Context-Based Database Audit Architecture

ORACLE



ORACLE Enterprise Manager Cloud Control 12c

¢s Enterprise v (@) Targets ~ o Favorites + @ History ~

% dbsec01.us.oracle.com @

Oracle Database ~ Performance =~ Avaiability g Schema ~ Administrajlin ~

~| Summary
Status
Up Time 1 days, 5 hrs
12.1.0.1.0

0.00 average active sessio

Version
Load
Total Sessions 78
Last Backup N/A
0.15 GB
Used Space 3.68 GB
Total SGA 597.31 MB
Diagnostics
ADDM Findings

0
Incidents °O @7 ;ﬁo P

Avaiable Space

v| Compliance Summary
Compliance Standards
View Trends

Name ‘

Home
Reports
Users
Roles
Profies

Setup ~ Hep ~ | 14 SYSMAN ~

Log Out &

i —

E_' DBSec-OW-13.us.orade.com
@ Page Refreshed Sep 20, 2013 11:20:10 AM PDT 0

Audtt Settings

Enterprise Data Governance
Application Data Models
Configuration Compliance
Data Masking

Data Redaction

A

Transparent Data Encryption M 10:39 AM
Database Vault

Priviege Analysis

Basic Security Configuratior
‘< 1]

v| Jobs Running

e

ORACLE

Label Security Hour
) . ation
Virtual Private Database
_ 11.00 s
Application Contexts
Enterprise User Securty 11.00 s
nterprise User Securi
~r 10.00 s
12.00 s
»
< M 10.00's
v/ m10.00 s
¥ M9.00s
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10:49 AM 10:59 AM 11:09 AM
SQL ID Session ID
19qzxmgkkOmv9 13
19gzxmgkkOmv9 137
fkBqgm43zbx5k 125
19gzxmgkkOmv9 13
19gzxmgkkOmv9 13
19gzxmgkkOmv9 13
19gzxmgkkOmv9 371

Auto Refresh | Off

S
B SYS$SBACKGROUND
I SYSSUSERS
B dbsec01XDB
B dbsec01.us.oracle.com
= CPU Cores
A
11:19 AM
D
Paralel | Database Time J
N 10.89 s
I 10.07 s
I 10.20 s
I 11.85 s
I 9.50 s
I 10.13 5
N 9.74 s

2]

-

m




Oracle Database Security. Pecypcbli
www.oracle.com/database/security

ORACI_G. Sign In/Register for Account Help Select Country/Region Communities lama... I'want to...
= Data Sheets
PRODUCTS AND SERVICES SOLUTIONS DOWNLOADS STORE SUPPORT TRAINING PARTHNERS ABOUT Oracle Technology Network .
_ _ = Whitepapers
Products and Services » Oracle Database » Database Security » Overview
_ = Web-cemunHapsbl
Oracle Database Security p
Security Inside Out { : = YyebHble NnpuMepbI
Sien | Plug into the Cloud é"
= CoObITuS,
Audit Vault and Database Firewall | Advanced Security | Database Vault | Label Security | Data Masking
MepOonpuUaATUA
wﬁ 7 What's New » Customer Highlights ORACLE » Events
« F M Oracle Datab 12cM Video: Cust D L h Webcast Pl to th | | H
G N Oracle Database Vault(1.29) Gloud wit Oracts Database 12¢ OBOCTU
More 7 More & More 7 ]

Hpyroe ...

Overview Resources

stz comeces QRO @ | | Oracle 1-800-633-0738

'®| Have Oracle call you

Why Oracle Database Security?

From the outset, Oracle has delivered the industry’s most advanced technology to safeguard data atthe source—the database. Oracle
provides a comprehensive portfolio of security solutions to ensure data privacy, protect against insider threats, and enable regulatory

@| Global contacts

ORACLE
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